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DETAILED ACTION 

1. Claims 1-19 have been examined. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - , 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

3. Claims 1-4, 9-13 and 18-19 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Hutchison (U.S. Publication No. 2003/0145218). 

As per claims 1 and 10, Hutchison discloses a method/system, comprising: 

at a source, scanning a document ("In a digital copier, wherein hard-copy original 
images are scanned...." - e.g. abstract and fig. 1); 

accepting a password ("...such as by entering passwords...." - e.g. paragraph 
[0024] and paragraph [0026]); 

encrypting the scanned document ("original data is encrypted before being stored 
in the memory..." - e.g. abstract); and, 

transmitting the encrypted document with the password (e.g. paragraph [0021] 
and [0025]), from the source to a network-connected printer ("...it is conceivable that the 
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present invention can be embodied in a combination of separate devices... .network- 
controlled printer..." - e.g. paragraph [0014], paragraph [0029] and fig. 2). 

As per claims 2 and 11, Hutchison discloses a method/system as applied above 
in claims 1 and 10. Hutchison further discloses comprising: 

at the printer, accepting the encrypted document and password (paragraph 
[0021] and paragraph [0025]. Please note in paragraph [0021], the session key is itself 
encrypted and sent to the recipient.); 

accepting an access code at a local interface ("...by entry of a suitable password 
or identification at Ul 22" - e.g. paragraph [0027]); 

comparing the access code to the password ("only a "correct" code would 
provide access to a private key" - e.g. paragraph [0027]); 

in response to a matching the access code to the password, decrypting the 
document (e.g. paragraph [0025], [0027]); and, 

printing the decrypted document (e.g. abstract). 

As per claims 3 and 12, Hutchison discloses a method/system as applied above 
in claims 1 and 10. Hutchison further discloses wherein accepting a password includes 
accepting a password selected from the group including a PIN number, an 
alphanumeric code, biometric data, Smart card, magnetic stripe card, and proximity 
badge (paragraph [0024]). 
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As per claims 4 and 13, Hutchison discloses a method/system as applied above 
in claims 2 and 1 1 . Hutchison further discloses wherein encrypting the document 
includes: at the source, deriving an encryption key from the password (e.g. paragraph 
[0022], [0025] and [0026]); and, 

using the encryption key to encrypt the document (e.g. paragraph [0022], [0025] 
and [0026]). 

As per claim 18, Hutchison disclose a system as applied above in claim 1 1 . 
Hutchison further discloses wherein the printer user interface accepts an access code 
selected from the group including a PIN number, an alphanumeric code, biometric data, 
Smart card, magnetic stripe card, and proximity badge (e.g. paragraph [0027]). 

As per claims 9 and 19, Hutchison discloses a method/system for recovering 
scan to confidential print communications, the method comprising: 

at a network-connected printer interface ("...it is conceivable that the present 
invention can be embodied in a combination of separate devices.... network-controlled 
printer..." - e.g. paragraph [0014], paragraph [0029] and fig. 1 , 2), accepting an 
encrypted document and password (paragraph [0021] and paragraph [0025]. Please 
note in paragraph [0021], the session key is itself encrypted and sent to the recipient); 

accepting an access code at a local interface ("...by entry of a suitable password 
or identification at Ul 22" - e.g. paragraph [0027]); 
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comparing the access code to the password ("only a "correct" code would 
provide access to a private key" - e.g. paragraph [0027]); 

in response to a matching the access code to the password, decrypting the 
document (e.g. paragraph [0025], [0027]); and, 

printing the decrypted document (e.g. abstract). 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

6. Claims 5, 7-8, 14 and 16-17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hutchison. 

As per claims 5 and 14 Hutchison discloses a method/system as applied above 
in claims 4 and 13. Hutchison further discloses comprising: encrypting the password 
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(e.g. paragraph [0025]); and, wherein transmitting the encrypted document to a 
network-connected printer, with the password, includes transmitting the encrypted 
document with the encrypted password (e.g. paragraph [0021]). 

Hutchison does not disclose expressly hashing the password and wherein 
transmitting the encrypted document to a network-connected printer, with the password, 
includes transmitting the encrypted document with the hashed password. 

However, Hutchison discloses using Pretty Good Privacy (PGP) as the basic 
encryption technique (e.g. paragraph [0025]). It is well known in the art at the time of 
the invention that PGP uses MD5 as a one-way hash function. Additionally, Hutchison 
discloses in paragraph [0025], "using PGP, the original data is compressed according to 
any one of known techniques,... this is a typical step in digital copying anyway". 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to replace the encrypted password with the hashed password or to 
incorporate a hashed password in the Hutchison's method/system and transmit the 
encrypted document to a network-connected printer, with the password, includes 
transmitting the encrypted document with the hashed password. 

The motivation of doing so would have been "compression is a typical step in 
digital copying anyway... not only reduces of amount data that must be encrypted, but 
also would confound many straightforward cryptological attack techniques", as taught by 
Hutchison (paragraph [0025]) and "protecting such data within a copier, or more 
broadly, within any system in which image data is scanned and retained for subsequent 
printing", as taught by Hutchison (paragraph [0003]) 
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As per claims 7 and 16, Hutchison discloses a method/system as applied above 
in claims 5 and 14. Hutchison further discloses comprising: at the printer, entering the 
access code (paragraph [0027]; and, wherein comparing the access code to the 
password includes comparing the password to the access code (paragraph [0027]). 

Hutchison does not disclose expressly hashing the access code and wherein 
comparing the access code to the password includes comparing the hash password to 
the hashed access code. 

However, Hutchison discloses using Pretty Good Privacy (PGP) as the basic 
encryption technique (e.g. paragraph [0025]). It is well known in the art at the time of 
the invention that PGP uses MD5 as a one-way hash function. Additionally, Hutchison 
discloses in paragraph [0025], "using PGP, the original data is compressed according to 
any one of known techniques,... this is a typical step in digital copying anyway". 

At the time of the invention it would have been obvious to a person of ordinary 
skill in the art to incorporate a hashed access code in the Hutchison's method/system 
and compare the access code to the password includes comparing the hash password 
to the hashed access code. 

The motivation of doing so would have been "compression is a typical step in 
digital copying anyway... not only reduces of amount data that must be encrypted, but 
also would confound many straightforward cryptological attack techniques", as taught by 
Hutchison (paragraph [0025]) and "protecting such data within a copier, or more 
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broadly, within any system in which image data is scanned and retained for subsequent 
printing", as taught by Hutchison (paragraph [0003]) 

As per claims 8 and 17, Hutchison discloses a method/system as applied above 
in claims 7 and 16. Hutchison further discloses wherein decrypting the document 
includes: 

regenerating the encryption key from the access code (paragraph [0027]); and, 
using the encryption key to decrypt the encrypted document (paragraph [0027]). 

7. Claims 6 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hutchison as applied to claims 1-5, 7-14 and 16-19 above, and further in view of 
McGraw (U.S. Patent No. 6,542,261). 

As per claims 6 and 15, Hutchison discloses a method/system as applied above 
in claims 5 and 14. Hutchison further discloses wherein transmitting the encrypted 
document with the hashed password includes transmitting a file including: the hashed 
password (see above rejections in claims 5 and 14) and encrypted document data (e.g. 
abstract). 

Hutchison does not disclose express wherein transmitting the encrypted 
document with the hashed password includes transmitting a file including: 

an unencrypted header with an identification of the scanned document. 
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McGraw discloses wherein transmitting the encrypted document with the hashed 
password includes transmitting a file including: an unencrypted header with an 
identification of the scanned document (e.g. fig. 4, abstract and col. 3, lines 6-11). 

Hutchison and McGraw are analogous art because they are from the same field 
of endeavor of digital copier. At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to incorporate McGraw' s unencrypted header to 
Hutchison's method/system. 

The motivation for doing so would have been since "a hotel's business center 
would need to know which guest the secure FAX should be delivered to", as taught by 
McGraw (col. 3, lines 10-1). 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. However, applicants are strongly urged to consider the cited 
references carefully and distinguish them from the instant claims in accordance with 
37CFR 1.111c when presenting an amendment in response to the current office action 
so that the instant application can be expeditiously prosecuted. 

> Rabb (U.S. Pub. No. 2005/0262340) discloses methods/systems for scanning 
and encrypting documents are disclosed. 

> Yoda (U.S. Pub. No. 2004/0165723) discloses an image processing apparatus, 
system, method which are high in secrecy nature in transmission of image 
information are provided. 
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> Chan et al. (U.S. Patent No. 6,378,070) discloses in a distributed computing 
environment, a user is able to send a document to a secure printer in such a way 
that only a specified intended recipient can print the document. 

> Jandel et al. (U.S. Patent No. 6,931 ,534) discloses a method and a device for 
partial encryption and progressive transmission of images. 

> Slick et al. (U.S. Patent No. 7,1 1 1 ,322) discloses a device that is connected to a 
network and which performs secure operations using an existing encryption 
keypair within the device. 
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